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Introduction

This transnational framework for ‘Digital Health in International Cooperation’ relates to the
development and sustaining of digital health within so-called ‘Southern countries’. It provides
actors in international cooperation with an inclusive,

transdisciplinary language for the programming and assessment of Digital health incorporates
digital health, as well as guidance on how to approach and eHealth and mHealth, as
effectively implement digital health interventions in non- well as other areas such as
Euromerican environments. These actors include, among others, :;ji\;ncceid computing
non-governmental organisations (NGOs), governments and .

government agencies, universities, and enterprises.

The goal of the document is to establish a practice for the development of digital health
interventions. The framework provides guidance for developing digital health strategies and
programmes in a responsible way. The overall aim is to describe and harmonise the
practicalities involved in connecting and mobilising people to co-develop digital health
interventions within international cooperation.

International development cooperation (aid) has its share of proponents and critics. While
some see it as part of the solution to advancing the right to health, others regard such
endeavours as part of the problem. Admitting this tension, this framework is grounded in
fundamental and ethical proposals about what digital health in transnational development
cooperation could be and provides practical advice for policy and strategic development.

Saving lives brings people together in a fight against inequality, insufficiency, and adverse
inclusion — a fight in which all need to be heard and participate, including, and most
importantly, those who are supposed to benefit. Therefore, digital health is approached
from the core theme of de-centring, shifting the power balance away from historic centres
of power in the North to the more balanced inclusion of voices and decisions from the
South. The framework then considers ethical concerns in digital health, cognisant of
political and practical aspects, and the environment. After this positioning of the approach
underpinning the framework (as decentred) and defining what is considered acceptable
(ethical) and environmentally sound, the framework presents 'The Big Five': being together,
conversing, sharing, alignment and respect, or the 'rules of engagement’, which guide our
way of approaching international cooperation for digital health. Finally, the main component
for action: community engagement, which encompasses workforce enhancement and
thought leadership, is described, leading to systems conciliation for digital health
interventions.
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How to Use this Framework

This framework proposes to be a compass, not a GPS, to guide interactions in the field of
international cooperation on digital health, allowing for the negotiation of routes in the
development of digital health interventions, in contrast to exactly prescribing each move to
reach a destination. It addresses the ‘why?’ through a discussion of ethics and politics; the
‘Where?’ by being sensitive to which institutions and communities are involved; and the
‘who?’ in relation to the human actors benefiting from, as well as deciding on, digital health
strategies. The ‘what and when’ — the actual digital health interventions — this is where the
rubber meets the road.

Some of the applications of this framework are as:

’-> Guidance for non-governmental organisations on how to approach digital
health and its activities when mainstreaming digital health in their organisation;
on how to align digital health in international cooperation, as well as ensure that
interventions serve people’s needs; and how to conduct reality checks

‘_> Strategic input for governments for digital health policy development and the
assessment of digital health intervention proposals

— A rationale and guidance for donors assessing resource requests pertaining to
digital health in international cooperation

A4

—-> A reference for academic pursuits and a basis for the development of aspect-
specific roadmaps

The sections that follow each contain a general explanation of the subject, followed by a
page (‘How') that is designed as a strategic check list to inform policy, and a follow-up page
(‘Action’), that talks to practitioners to inform operational manuals, among other things.

Introduction Page 2 Framework Digital Health in
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De-centring

“Digital technologies play a potentially fundamental role in facilitating timely availability of quality health information for
provision of better-quality health care.”
Ministry of Health and Social Welfare, Tanzania'

This framework aims to bring balance to the way we approach U . .
o o ] ) nderstanding is irreducibly
digital health in international development by looking at the connected to viewpoints,
leadership and decision making that goes into creating and interactions, histories, and
implementing digital health interventions. The first step to achieving experiences: knowledge is
this is 'de-centring' digital health, away from the hegemonic centres ambiguous and located.
of power that claim universal knowledge, to the places where
digital health interventions are being implemented and beneficiaries live. De-centring
international cooperation in digital health respects local authorities, policies, regulations and
requirements related to integrating digital technologies in health systems, acknowledging
sovereignty and the right to steer one’s development. The aim is to work to local objectives
and utilise local agency and capacity to design, produce, install, and maintain digital health
systems in a sustainable way, while all the time being guided in our interactions by the Big
Five. This is done through community engagement (which involves workforce
enhancement and thought leadership).

But the development of digital health also needs cross-pollination, and much can be gained
from shared values, principles, understandings. The report of the UN Secretary-General’s
High-level Panel on Digital Cooperation includes a statement about digital interdependence,
within which it notes:

We believe that our aspirations and vulnerabilities are deeply interconnected and
interdependent; that no one individual, institution, corporation or government alone can or
should manage digital developments; and that it is essential that we work through our
differences in order to shape our common digital future.”

Promoting and implementing digital health in an interdependent and decentred way means:
e Building on local knowledge and capacities
e Focusing on people, communities and their demands, resources and agency
e Respecting local authority
e Aligning with national and international policies, standards and regulations
e Being inclusive and leaving no one behind
e Adopting a human rights-based approach

The implementation of digital health in international cooperation often unknowingly
replicates colonial conduct. Digital health holds significant promises, but also poses
significant threats for people and national security. Digitalisation can open doors for
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recolonisation, as data is easily extracted using technologies that negate borders and
hierarchies. In addition, power distances often leave recipients unable to withstand foreign
expropriation and pressure, reproducing demands, allowances, and complementary travel,
among other things.

De-centring, on the other hand, counters data-extraction and the threat of surveillance and
economic exploitation. It protects against never-ending pilots, lock-in technologies,
extortive licences, and dependencies. It involves a recalibration of contemporary paradigms
in international cooperation, as well as a change in practices and orientations — from us-we-
know to both-we-know.

=

o
y
-~

wwwww\

Accommodate all voices locally, nationally and globally, including those nearby
and in the diaspora.

Mainstream justice, human rights, and human responsibilities.

Resist Eurocentric statements and 'solutionism’; allow for multiple
perspectives and different ways of understanding.

Gauge power, privilege and risk by analysing intersectionality and taking a
transdisciplinary approach.

Consider the unequal geographical distribution of digital resources like
infrastructure and devices.

Respect and support data and technological sovereignty.

Provide open data for public resources and demand confidentiality when data
can be traced to individuals, persons or groups.

Reflect on one’s own role, enshrined inequalities and the base of
contemporary geo-political powers.

Work towards Sustainable Development Goal 10: to reduce inequality
between and within countries, also in digital realms.

Work with and through local talent, especially in management and research.
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Action

The following actions should be taken to de-centre digital health:
e Be inclusive and reconcile various ways of knowing, leaving no-one behind.

e Embrace different ways of understanding health and technology, according to the
cultural context.

e Use digital health for inclusion, human growth, justice, equality, peace, and wellbeing.

e Engage with communities and stakeholders in a timely way, at all stages of co-
development of a digital health intervention: from the moment of conceptualisation,
through to deployment, analysis, and improvement.

e Disclose and navigate power-differentials, deny undeserved privileges or use of power
imbalances in favour of the elite as a way to persuade, coerce, or influence participation.

e Don’t exploit people to achieve a digital health intervention goal.

e Solicit constant feedback from all involved and be willing to change practice to align with
meaning and embodied knowledge (knowledge that is accumulated through the
experience of the 'knower").

e Recognise that technology is a construct, embedded in a societal substratum conveying
history, values, and power interest, thus not politically neutral nor a-historical.

e Reimagine digital solutions and engender counter narratives that go beyond a few
dominant digital platforms and telecommunications industries.

e Respect data and technology sovereignty in which ‘the people’ control digital platforms
within their sovereign territory.
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Ethical Concerns

“Ethics is about respecting each other, being honest, being transparent.
Fred Mweetwa®

”

In this framework, international cooperation involves language and views from at least two
perspectives: normative and dynamic/integrative (Figure |). Examples of normative guidance
are contained in Switzerland’s Constitution, government policies, and bilateral and other
agreements. Dynamic and integrative guidance is set in a variety of local, national, regional
and other communities, including so-called traditional entities.

Any particular understanding of meaning depends on the interlocutor’s worldview, culture,
and positionality. Language and culture are two sides of the same coin, implicitly and
explicitly influencing value and agency. Language can mask (geo)politicking and translation
out of context can make ‘others’ look incoherent, inferior and incapable.

Figure 1. The multiplicity of perspectives that interact in digital health

Dynamic,
integrative
views

Digital Health Developments Normative
views
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Be inclusive, respectful, honest, and ethical — do not reap what you did not
sow or take credit for what you did not do.

Submit to just and ethical governing authorities, stay within registered
purposes, and treat everybody with dignity and respect.

Provide choice and do not pursue digital health interventions that have been
refused.

Appraise whether or not digital health interventions are necessary,
proportional, useful, respectful, trustworthy, and cost-effective.

Align digital health with the context, societal systems (informal and formal)
and fundamental rights, plights, and freedoms.

Situate digital health interventions in authoritative sovereignties.

Seek input from a wide range of stewards and experts, not only those
working in digital technology or health sciences.

Refuse to offer, elicit, or accept bribes and encourage others to do the same.
Design and conduct evaluations in a participatory manner.

Provide all local, national, and international stakeholders with timely,
authorised, accessible and accurate information.

Utilise funds received and income generated according to the stated intent, in
line with the purposes of the organisations involved.

Be entirely truthful with communities and institutions about activities and in
communications intended to raise funds.

Remunerate reasonably and demand reasonable working hours.

VAR 20 720 272 0 2R AR VAR AR T
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Action

The following actions should be taken to promote ethics in digital health:

Improve and strengthen what is being done well and avoid adding to the burden of
operational health systems and health workers.

Avoid harm from incorrect assumptions and inappropriate design choices, by co-
designing interventions with intended users.

Collaborate with integrity and wisdom and establish all agreements with the utmost
integrity.

Avoid digitalisation that amplifies vulnerabilities or reinforces social structures of
oppression through digital traces and by data aggregation or combination, especially for
non-dominant, underserved, and oppressed people or groups.

Realise that privacy issues go beyond individual and personal data protection and
anonymity and can be an elusive concept at the margins; hence, review technologies
from local and communal perspectives and with moral integrity.

Prioritise and verify user comprehension of informed consent and enable users to make
decisions about their protection and self-interest.

Ensure full compliance with national and international laws on handling data and adhere
to guidelines specific to digital health information activities.

Exercise prudence in relation to data security when sharing data (among ethical peers)
and practice non-discrimination.

Ensure that digital health interventions are reliable — avoid ‘false security’.

Aim for open-source digital health applications and open algorithms for public scrutiny
and the commons.

Recognise that digital health is an interdisciplinary field with its own practices,
professionals, certifications, and bodies of knowledge.

Ensure the existence of facilities for those not using technology.

Ensure that the needs or pressures of Northern partners are not dominant in the
development of digital health services, projects, or research in the South.

Avoid inequitable cooperation, e.g., where Southern partners implement the goals of, or
'hunt' for data for, Northern partners only.

Foster inclusive systems catering to all, including persons with disabilities.
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The Environment

In addition, and related, to ethical concerns, are the following environmental considerations:

Action

¢ Give environmental concerns prime importance in the development of digital health
technologies, services and interventions.

e Support multi-sectoral approaches to address digital health issues and involve all
stakeholders to ensure that digital technology is developed wisely and environmentally
responsibly.

e Employ a holistic approach to the environmental impact of technologies.

e Incorporate energy efficiencies and account for the power consumption of digital health
interventions (including, for instance, mobile base stations, server farms, and air
conditioners) and the replacement of batteries.

e Control electronic waste, for instance, by prioritising repair over replacement and
aiming for circularity in digital health apparatus.

¢ Avoid constant equipment upgrades and accelerating hardware-software cycles;
challenge related unsustainable business models and practices.

e Limit the need for air travel by project members.

e Assess the impacts of digital health on the environment (not only on climate) in relation
to government action and international agreements.

Environment Page 9 Framework Digital Health in
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The Big Five

“[T]he first laws of nature are the same for all peoples [...] Not to offend anyone, to grant each man his due.” Albert
von Haller?

For cooperation to be effective, diversities and views need to be reconciled — we need to
find common ground. Switzerland has much experience with diversity and finding common
ground. It has a history of de-centred governance through federalism and devolution. This
framework draws on this history. It also gleans common values from the African concept of
ubuntu (communal love). It relies on what are known as ‘the Big Five’ — being together,
conversing, sharing, alignment and respect — which were developed to guide interactions,
research and development in the South.’

Table 2. What are the Big Five?

Being Emphasising the worth e  Approach situations with goodwill and affirm the other
together of a community, group person’s humanity.
or team e Seek understanding of different concepts of good behaviour.
e  Value those who went before and those who are yet to be
born.

e  Strive for affirmation, compassion, solidarity, wholeness,
harmony, cohesion, unity and peace.

e Balance rights and duties in embodied action.

e Display care and unselfishness, and take a long-term view.

e Behave with empathy, in ‘the right manner’, in connection
with people.

e  Seek unity with otherness.

e Ensure restorative justice by recognising both rationalities
(e.g., action and effect) and relationalities (e.g., the health of
the community and the influence of new technologies).

e Seek dialogue in friendly (loving) relationships in the
understanding that 'l am more complete when knowing

you’.
Conversing | Recognising various e Approach each other in a friendly way.
forms of information e Aim to come closer to each other through dialogue and
exchange, especially inclusion.
those based in orality, e Seek and engage with a variety of voices and views, and
and actively include all consider them all a contribution.
persons in the vicinity ¢ Include multiple worldviews.

e Assess the whole context of communication.

e Recognise the rich content and cultural depth of all
languages involved.

e Engage in knowledge processing through discussion and
debate.

The Big Five Page 10 Framework Digital Health in
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e Allow for surprises about the richness of local capacity and
agency.
e Avoid judgements about behaviour and conflicts.

Sharing Providing space for e Understand that relationships constitute value.
others to contribute, e Recognise that transactions serve to establish and maintain
participate and enjoy relationships.

e Engage in relational resource allocation.
e Focus on complementarity and integration.
e Believe in sufficiency and abundance.

Alignment | Tuning into the e Seek connectedness through the material and immaterial
contextual rhythms of worlds.
life e Seek belonging.

e Aim for equilibrium.

e Honour birth connections with family, community, the land
and humanity at large.

e  Celebrate achievements and significant events.

e Integrate artistic expressions.

Respect Synchronising both e Seek the reconciliation of realities and local meaning.
relational and rational e Regard the continuous present moment, where history,
conveyances present and future are interrelated.

e Respect (local) authorities.

e Move forward together, with timely relations.

e Deal with the past through forgiveness and the future
through covenants.

e Synergise personal and communal aspects.

e Allow for the influx of new culture elements and alteration
of existing ones.

The Big Five Page || Framework Digital Health in
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Community Engagement

Ubuntu ungamntu ngabanye abantu. Xhosa proverb
(A person is made a person by other persons.)

Community engagement thrives on inclusion, shared values, and shared purpose. In digital
health, it enables co-development and is a hallmark of sustainability. Community members
are the channels through which development is achieved, harnessing local resources from
conceptualisation through to the moment of realisation. ‘Handing over projects’ becomes
needless when ideas, designs, and implementation are already socially embedded in
communities.

Community engagement involves dynamic and integrative approaches, focuses on local
agency, seeks reciprocity, and needs a healthy dose of goodwill and stamina. It requires the
pragmatic inclusion of different ways of knowing, conceptualisation, and meaning-making.
This involves looking beyond what is assumed to be universally known and written, and
taking into account all verbal and non-verbal clues.

Community engagement also requires workforce enhancement and thought leadership.
Enhancing the local workforce builds on what is going well and expands on existing capacity
and agency. It facilitates indigenous ways of approaching digital health and acknowledges and
uses local workforce structures. Complementing this, thought leadership puts local capacity
on display. It is the key to social innovation. Thought leadership champions indigenous
human capital and empowers local institutions. It brings to the fore local and shared visions,
values, motivations, and experiences. It results in the establishment of local authorities in
digital health that are able to elucidate local policy and answer questions raised. Through
thought leadership, communities of practice are recognised as part of interventions and
conversations, boosting their involvement in governance, education, research and
development.

Engaged and entrusted communities disempower token cooperation (in which plans are
forced onto beneficiaries and local researchers are mere providers of raw data).
Community engagement replaces a ‘mirror’ (in which benefits are reflected towards the
patron) with a ‘window’ (through which people see, engage, and collaborate with each
other).
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Respect and submit to (local) authorities, including national governments and
traditional leaders.

Respond to the needs and actions — what happens when and where — set by
communities, which invite cooperation when necessary.

Gauge the social utility, necessity and feasibility of digital health interventions.

Solicit guidance and allow communities to veto any communication, process
or development.

Co-create concepts and designs and jointly carry out production,
implementation and maintenance in line with the formal and customary laws
of the host country.

Acknowledge that continuous, participatory evaluation and the disclosure of
lessons and knowledge learnt emerge from a shared knowledge base.

R

Recognise that local community members are knowledgeable in local
development and ensure that benefits accrue to communities in the host
country.
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Action

The following actions should be taken to ensure community engagement in digital health:

e Adhere to cultural rituals of engagement, in a timely way and through orality when
appropriate.

e Disempower domination resulting from prolonged power struggles, silencing by
extraneous ideologies, objectification by ‘othering’, and normalisation by reduction into
categories.

e Be willing to continuously discover what is important to each stakeholder and ready to
invest time in mutual learning and discussion.

e Refrain from setting the local agenda by speaking first or sitting upfront in community
meetings when not born or living in the community.

e Appreciate that most people live in close proximity to each other, function in informal
economies, and toil for little money.

e Realise that regular utilities like water, electricity and transport are the exception and
their supply is often non-standard and erratic, while the cost of investing in alternatives
such as solar is high.

e Recognise that the sole use of Eurocentric theories, methods and designs often result in
near-sightedness and failure to appreciate multiple realities.

Figure 2. Composing the narrative

Core- Where the Wood- Where the Paint- Where the
action is aggregation is supportis

-« >

<COMMNTYE  ICHGENENT TR

| = Community: local health institutes, local businesses, local government, community-based organisations, local schools, local
knowledge, local agency: Where the actions is

2 = Engagement organisations: national governments, NGOs, technology partners, universities, professional organisations, national
infrastructures: Where the aggregation happens

3 = Transnational organisations: national and international governments, international NGOs, expert groupings, international funding
agencies: Where the support is
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The following actions should be taken towards workforce enhancement in digital health:

e Aim for consensus, subsidiary, inclusive, equitable and open cooperation, and put
theories and methods of engagement up for discussion and review by partners.

e  Work together in solidarity and mutuality.

e Focus on video and audio to bring about interpretive understanding in orality.

e Aim for clear, shared and reciprocal benefits, in line with local definitions of success.
e  Work within existing structures.

e Formulate communications clearly and unambiguously, sensitive to cross-cultural
international cooperation.

e Strive for orthopraxis: ‘acting in the right way’.

e Be sensitive to power distances and their side-effects for people in cross-cultural
interactions or interventions.

e Use everyday life as a starting point and the lived environment as a classroom; enhance
local agency and seek restorative justice.

e Resist shifting power from social structures embedded in communities to digital
platforms, especially when such platforms are located in foreign lands.

Figure 3. Thought leadership
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Systems Conciliation

“We are created to live in a delicate network of interdependence.” Desmond Tutu®

The end result of application of this framework is systems conciliation. Digital health
interventions are produced through integrated systems. Systems exist everywhere. They are
the product — the embodiment — of human thought and choices. Societies are held up by
systems that align with the needs, available infrastructure and measures of success in the
local domain. Technical and regulatory infrastructures set the scene for digital health
interventions. Digital health interventions — as critical health infrastructure — rely on both
communications and cybersecurity.

However, when systems are imported from other places, or are dominated by digital
oligopolies (like Google, Facebook etc.), there are significant risks of adverse integration.
The foundations of systems like 5G, the Internet of Things, clouds, digital platforms and
artificial intelligence are firmly rooted in unequal global power dynamics. These systems
reflect and reinforce colonial legacies — they promote the interests of international actors.
Resources, scientific expertise and decision making power accrue to the powerful.

De-centring alters the centre of gravity. It empowers local specialists to lead in complex
system integrations, incorporating local needs and using local resources. Systems
conciliation creates stability, inspires synergy and trust, and brings various perspectives
together. It opens up opportunities for redemption and the use of local capacity, rather than
the imposition of systems by the powerful. Regardless of where they are established,
systems materialise from embedded research and development. From such a base, digital
health systems can bolster health services and bring us closer to universal health coverage,
tapping into good practices in local, national and international cooperation.

L Page 16 Framework Digital Health in
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Acknowledge and identify with reality(s) in other environments, in line with
existing infrastructure and societal purpose.

Respect national strategies and policies, and authoritative guidance.
Strengthen the commons and the communal embedding of systems.

Support systems that can withstand systemic (e.g., economic and resource)
shocks in challenging contexts.

Review the influence of digital health interventions on local (social) systems
and patterns of behaviour, including social-psychological, legal, medical, and
governance aspects.

Realise that most people do not have a smart phone, computer (either fixed
or portable), or high-speed Internet connection.

Support measures against structural inequalities, discrimination, and under-
representation.

Integrate lateral partnerships driven by the needs of communities.

Page 17 Framework Digital Health in
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Action

The following actions should be taken to promote systems reconciliation in digital health:

e Acknowledge that technical integration is a social action that is in need of empathy and
the incorporation of all views from the beginning.

e Recognise that system experiences and standards in affluent settings are not necessarily
useful to guide systems elsewhere.

e Appreciate that solutions proposed by exogenous industries present technical and
political challenges for local communities and national governments.

e Take community statements about what works in highly complex contexts with low
levels of predictability seriously.

e Use locally available machinery and practices that can be certified by peers in the region.
e Prioritise open standards and open systems.

e Mainstream local expertise, technical and research capacity, and data processing within
the host nation.

¢ Do not import or develop isolated digital solutions that are misaligned with existing
infrastructure, or create hardware or software lock-ins or dependencies.

e Reclaim systems from colonial legacies and domination that channel benefits unequally to
the privileged.

e Stand against discrimination, structural racism, and systematic injustices that treat non-
Western standards as inferior.

e Respect data sovereignty in a country regardless of where such data is located.

¢ Gain generalised and systemic trust by ensuring data protection and security in the
system’s design.

e Leave data at the source, store it within the host nation and, when it happens, provide
fair compensation for any extracted data and derived knowledge.

e Subject data scoring-algorithms to scrutiny and public oversight.

¢ Involve communities and co-design systems for functionality, cultural appropriateness,
and feasibility in the given context.
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